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The goal of this session

▸ Overall understanding of what makes an Identity 

Management System work

▸ Basic familiarity with several tools available to 

make your own Identity Management System

▸ Provide scripts that I use at Tri County to manage 

student identities



One of the most frustrating feelings in 
the world is being smart enough to 

know there’s a better way to do 
something, but not smart enough to 

create a way to do it.
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Tools

▸ WinSCP

▸ PowerShell

▸ GAM

▸ GCDS

▸ GSPS
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▸ Active Directory

▸ IIS

▸ ADFS

▸ Clever



K-5 Students

▸ Students are assigned 8 character password

▸ 3-letter word + 5-letter word = 8 characters

▸ Word list stolen from scrabble website

▸ Sanitized for use with elementary students

▸ K-2 students use Clever for Chromebook login
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Clever

▸ Only using for login, no portal

▸ Elementary secretaries handle badges

▸ 2 badges per student

▹ 1 for classroom

▹ 1 for computer lab

▸ Nightly exports from Synergy

8



How do your teachers get new student passwords?



How my teachers get student passwords!

▸ Custom web form!

▸ Teacher logs in (Active Directory credentials)

▸ Enters student ID

▸ Password displayed on screen

▸ Password stored in Active Directory

▸ No separate database, everything stored in AD
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Decrypting AD passwords?

▸ Not decrypting passwords
▸ Passwords for K-5 stored in hidden AD field

▹ Stored in plain text
▹ Same field holds placeholder for 6-12
▹ Using custom AD fields for sensitive data

▸ Passwords for 6-12 not stored
▸ Someone good enough to hack AD doesn’t care about 

the password of a 9 yr old
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6-12 Students

▸ Students are assigned a default password

▸ Same password for all new students

▸ Students are sent a welcome email

▸ Web-based password change form

▹ 100% chromebooks

▹ Active Directory still in charge!
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Web-based password change?

▸ ADFS Password Change portal
▸ Part of Server 2016

▹ Just needs enabled
▸ No extra cost / licensing
▸ Use PowerShell to customize page
▸ Could use NAT to make public
▸ Needs certificate!
▸ 101% CHROMEBOOK FRIENDLY!!!
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What do you do if a student forgets their password?
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What I do if a student forgets their password!

▸ Custom web form!
▸ Teacher logs in (Active Directory credentials)
▸ Enters student ID
▸ Confirm student name
▸ Instructions displayed on screen
▸ Default PW set in Active Directory instantly
▸ Default PW set in Google instantly (GSPS)
▸ Email sent to student with change instructions
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Key points - PowerShell
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▸ Not just for super nerds and code monkeys
▸ Useful for all kinds of tasks

▹ Formatting data
▹ Doing *anything* with Active Directory
▹ Working with GUI-less Windows Servers
▹ Almost any repetitive task on a Windows Server

▸ If you aren’t using PowerShell now, look into it



Key points - GAM
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▸ GAMADV > Original GAM

▸ GAM + PowerShell = 

▹ So awesome it doesn’t even need more cowbell

▸ Pulling all data directly from Active Directory

▸ Only running GAM commands on new students

▹ Using if whencreated < 1

▸ GAM + PowerShell works slower than batch files



Key points -  GCDS / GSPS
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▸ Google Cloud Directory Sync
▹ Synchronize AD with G Suite

▹ New users created
▹ Disabled users suspended
▹ Name changes synchronized

▸ G Suite Password Sync
▹ Needs to be installed on EVERY AD server
▹ Syncs on password change, not reset from ADUC
▹ Change and Reset pages start GSPS



Key points -  ADFS
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▸ Available on any modern Windows Server
▸ Easy initial install
▸ Low overhead
▸ PowerShell Controls EVERYTHING
▸ Requires IIS redirect for short URL

▹ By default - domain.com/adfs/portal/updatepassword/



Key points -  IIS
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▸ Available on any modern Windows Server

▸ Easy install

▸ Tons of resources available

▸ Needs .net installed for aspx pages

▸ Server needs to be domain member for domain auth



Active Directory
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▸ 2016 Native Mode
▸ Using custom fields for IDM system

▹ Hidden from AD Users and Computers
▹ Difficult to guess from outside
▹ Able to lock down access to custom fields
▹ Scripts sanitized using built-in fields

▸ Add Custom AD Fields - https://goo.gl/8tfUL1
▸ AD Field Permissions - https://goo.gl/PTKWE1

https://goo.gl/8tfUL1
https://goo.gl/PTKWE1


The Code
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36 GAM using PowerShell
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Get Graduation Year
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A kindergarten student entered in school the 2000-2001 school year will have grad year of 2013.

If student gets entered in August and you use simple math to calculate the grad year = current_year - (grade - 12), 
the grad year will be off by 1 year.  2000 - (0 - 12) = 2012  If they were enrolled after January 1, the math would be 
correct.  2001 - (0 - 12) = 2013

The formula that I use determines the month first, if it’s after July, we add 1 to the current_year variable.  So then it 
looks like this (2000 + 1) - (0 - 12) = 2013.

My formula says “if month is less than 7, $yearchange is 0, otherwise it’s 1”.  After that, I get $currentschoolyear 
by doing $currentyear + $yearchange.  In the example above August of 2000 would mean 2000 + 1.

Further down on line 44, I do $currentschoolyear - ($grade - 12) to determine their real graduation year.
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Move inactive students
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41
URL Rewrite for ADFS password change portal
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HELPFUL LINKS
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Links / Instructions - PowerShell

PowerShell Scripting Tutorial for Beginners
https://blog.netwrix.com/2018/02/21/windows-powershell-scripting-tutorial-for-beginners/

Microsoft Virtual Academy: PowerShell Beginners
https://mva.microsoft.com/learning-path/powershell-beginner-12

PowerShell Basics
https://www.darkoperator.com/powershellbasics/

TechNet Script Gallery
https://gallery.technet.microsoft.com/

https://blog.netwrix.com/2018/02/21/windows-powershell-scripting-tutorial-for-beginners/
https://mva.microsoft.com/learning-path/powershell-beginner-12
https://www.darkoperator.com/powershellbasics/
https://gallery.technet.microsoft.com/
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Links / Instructions - GAM

GAM Cheat Sheet (Original & Advanced)
http://www.gamcheatsheet.com

Original GAM
https://github.com/jay0lee/GAM/releases

Advanced GAM
https://github.com/taers232c/GAMADV-X/releases

Nice PowerShell/GAM breakdown
https://sysadminedu.wordpress.com/2017/01/19/managing-gafe-with-powershell/

Official GAM wiki
https://github.com/jay0lee/GAM/wiki

http://www.gamcheatsheet.com
https://github.com/jay0lee/GAM/releases
https://github.com/taers232c/GAMADV-X/releases
https://sysadminedu.wordpress.com/2017/01/19/managing-gafe-with-powershell/
https://github.com/jay0lee/GAM/wiki
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Links / Instructions - GCDS & GSPS

GCDS Download
https://support.google.com/a/answer/6120989?hl=en

GCDS Setup Instructions
https://support.google.com/a/answer/6162412?hl=en

GSPS Download
https://support.google.com/a/answer/2611842?hl=en

https://support.google.com/a/answer/6120989?hl=en
https://support.google.com/a/answer/6162412?hl=en
https://support.google.com/a/answer/2611842?hl=en
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Links / Instructions - IIS & Custom Scripts

Step-by-step IIS Installation Guide
https://www.rootusers.com/how-to-install-iis-in-windows-server-2016/

URL Rewrite
https://www.iis.net/downloads/microsoft/url-rewrite

IIS Site Bindings (2 sites, one server)
https://www.sherweb.com/blog/how-to-set-up-site-bindings-in-internet-information-services-iis/

https://www.rootusers.com/how-to-install-iis-in-windows-server-2016/
https://www.iis.net/downloads/microsoft/url-rewrite
https://www.sherweb.com/blog/how-to-set-up-site-bindings-in-internet-information-services-iis/
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Links / Instructions - ADFS

Setup
https://www.semperis.com/using-ad-fs-to-change-your-ad-password-anywhere-anytime/

Make it so the user just enters “username” instead of “username@domain.local” for password reset
https://blogs.technet.microsoft.com/pie/2015/09/02/accept-sam-account-name-as-a-login-format-on-the-adfs-form-based-password-update-page/

Customize the ADFS page
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/ad-fs-user-sign-in-customization

Advanced customization options
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/ad-fs-customization-in-windows-server

IIS Redirect
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/httpredirect/

https://www.semperis.com/using-ad-fs-to-change-your-ad-password-anywhere-anytime/
https://blogs.technet.microsoft.com/pie/2015/09/02/accept-sam-account-name-as-a-login-format-on-the-adfs-form-based-password-update-page/
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/ad-fs-user-sign-in-customization
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/ad-fs-customization-in-windows-server
https://docs.microsoft.com/en-us/iis/configuration/system.webserver/httpredirect/

