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Jay Brown

Print Security Team Lead

Certified Information System Security Professional (CISSP)
Experienced Security, Privacy, and Risk Consultant

Des Moines, lowa - Minneapolis, Minnesota
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Local, regional and national sales, service and support

35,000 clients nationwide
from 64 locations
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Print Security Assessment, 2019

Organisations are concerned about their print security
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State of Print Security

THEN S NOW
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Breach
Focused

Controlling the transmission, storage, and processing of data

Secure data at rest, and in transit
Print Data Flows
Scan Data Flows

Breach Focused Controls:

Hard Drives Output Tray Data Loss Prevention
Encryption Secure Printing Non-repudiation

Endpoint

Printers as fully fledged network endpoints

Focused

Printers are endpoints that:

... are network connected
.. process sensitive data
.. have credentials

... require patching
.. stick around past EOL

Endpoint Focused Framework

Default Configs

Featureless




Attacks at Every Skill Level

Average Skill

PRIVILEGE

ESCALATION

Low Skill

UNAUTHORIZED

ACCESS

Hacking
Printers is
Not

hacking-printers.net

Attacks

« Denial of service:

« Factory
e

TLDR

Check out the Printer Securly Testing Cheat Sheet

Tools
« PRET, Pracda, PFT, BeEF

Fundamentials

«Por ing
« Crosssie printng
Countermeasures.

« Vendors, Adrins, Users
Bibliography

« Lteature on priner securty
References

« Prnter anguage references
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Print
Security is
Complicated

Advanced

Organization Specific Innovative Controls

Controls

Advanced Breach & Endpoint Controls

OCR Breach Monitoring (detect/respond)
SIEM Integration (detect/respond)
Secure Faxing Solutions (protect)
Workflow Automation (risk reduction)
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Solution
Architecting

Industry

How is the industry responding
Updates o -
Solutioning Realities:
No Silver Bullets
No Single Software
Not Always Single Manufacturer

Manufacturers and resellers are responding:

Hardware Improvements
Professional Services
Configuration Management Solutions

Every environment is unique
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Control Planning Control Planning, Breach

Hard Drives
: ypr- o
Endpoint

Focused 05“ s,

Non-repudiation
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Control Planning, Endpoint

Configuration

Device Hardening

Endpoint Firmware
Focused Patch Management

Hardware
Lifecycle Management (EOL)
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MmaQarcoe:

taking technology further
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