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Who is High Point Networks

▪ Founded in 2003

▪ Corporate office in West Fargo, ND

▪ Locations:
▪ Offices

▪ Bismarck (ND), Billings (MT), Sioux Falls (SD), Detroit Lakes 
(MN), Brookings (SD), Minneapolis (MN), Denver (CO), Pueblo 
(CO)

▪ 134 Employees Today



Our Core Business Solutions



My Background

• 9+ years as a Network Engineer at High Point Networks
• Focused on routers, switches, wireless and firewalls

• Prior to that, spent six years as a Network Administrator

• Ran HPN’s managed services for five years

• Security team lead for HPN for two years

• Currently Director of Internal IT for two years



State of Security



Users are the biggest security threat 

• No technology or software available will block every threat, so we 
need to rely on users

• Since we can’t rely on users wholly, we need to look at ways to 
mitigate as many threats as possible



Hackers steal $800,000



Data breach affecting 2000 people



2019 Trends – Computing Power



Security Controls



Where do I begin



Fixing Security?

People

Products Processes

People

ProcessesProducts

We are seeking a magic product 
that will fix security

Solving security takes a 
combination of all three



Process – When can money be transferred?



Process – How do we verify the plan? 



Ways to help make security successful

• Limit the number of security decisions users need to make

• Make it very simple for users to choose the right security action

• Design to encourage consistent decision making whenever possible

• Understand the school’s needs

• Empower a comprehensive view



From where do threats come?



HPN Risk Rate Process

We only use three categories
• If more than three categories are used, more time is spent trying to 

determine classification process
• Most people can classify into three categories without much thought
• Gives the granularity needed
• All three are measured 1-3 with 3 being the highest/worst

Criticality of the asset – 1=non-essential, 3= business critical
Impact of breach on confidentiality, integrity or availability – 1=low impact, 3= 
high impact
Probability of bad thing happening – 1=rare/low/miraculous, 
3=eminent/high/common (think of viruses as high probability)



HPN Risk Rate Rankings



Questions that need to be answered

• Do I know what is connected to our systems and network?

• Do we know what software is running (or trying to run)?

• Are we continuously looking for and managing “known bad” 
software?

• Do we limit and track people who have administrative privileges?

• Are we continuously managing our systems using “known good” 
configurations?



What’s connected to our network

• Active Discovery Tool
• Active Ping Sweep

• Passive Discovery Tool
• netFlow, jFlow, sFlow, IPFIX, port mirroring

• DHCP Logs
• Can I tie back an IP address to a specific user and how far back can I go?



Shadow IT

• What is Shadow IT?

• What are the drawbacks of Shadow IT?

• Signs that Shadow IT is a problem

• How to get ahead of Shadow IT



Casino Gets Hacked



What to do with the information

• Maintain an accurate and up-to-date inventory of all technology
• How are IT purchases made?

• Use that information to address unauthorized assets
• What is your process of being notified that an unauthorized asset is present?

• How are unauthorized assets dealt with?

• Who is responsible for dealing with unauthorized assets?



Categorize Assets based on risk

• Any device that stores or accesses Personally Identifiable Information (PII)

• Servers/applications that can be accessed from the Internet

• Servers/applications that are used to ensure the operation of the school

• Administrative building user devices

• Teacher/staff devices

• Peripheral devices (printers, etc.)

• Student devices

• Environmental control devices (HVAC, etc.)



Managing Software

• Maintain a list of approved software
• All software should be vendor supported

• Utilize software inventory tools

• Use that information to address unauthorized software
• What is your process of being notified that unauthorized software is present?

• How is unauthorized software dealt with?

• Who is responsible for dealing with unauthorized software?



Segmenting the network

Physically or Logically Segregate High Risk Applications or Devices

Physically or Logically Segregate Controlled and Uncontrolled Devices

Examples

• Any device(s) with PII

• Any device(s) that can access PII

• Any uncontrolled devices

• Applications that only run on non-supported operating systems

• Applications that require local administrative rights to run

• Demo software

• Environmental control software



Patch Management



Patch Management

Deploy automated software update tools in order to ensure that Operating 
System software on all systems is running the most recent security updates

Deploy automated software update tools in order to ensure that third-party 
software on all systems is running the most recent security updates

Don’t forget about your infrastructure devices as well (firewalls, switches, 
wireless, printers, etc.)



Administrative accounts

• Use automated tools to inventory all administrative accounts, including 
domain and local accounts, to ensure that only authorized individuals have 
elevated privileges. 

• Change all default passwords
• Including SNMP strings

• Use dedicated accounts for administrative access

• Remove Local Administrator rights from users

• Use unique passwords

• Look to implement passphrases (15+ characters)

• Use multi-factor authentication where possible



Secure Configurations

• Maintain documented, standard security configuration standards for 
all authorized operating systems and software

• Create a change management process to help guide when images 
need to be updated

• Securely store the master images

• Deploy tools that will automatically enforce and redeploy 
configuration settings to systems at regularly scheduled intervals. 



Site Security Policy

• Identify what is being protected

• Determine what it is being protected from

• Determine how likely the threats are

• Implement measures which will protect the assets in a cost-effective 
manner

• Review the policy/process continuously and make improvements 
each time a weakness is found



Conclusion

• Users are the biggest security threat in any organization AND

• Security controls will never be 100% effective SO

• To improve one’s security posture, it takes a combination of 
continuous user education with comprehensive security controls


