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Think your network is 
safe?
Check all your
endpoints
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Risks of Print… More than fake NEWS!!



© Copyright 2015 Hewlett-Packard Development Company, L.P.  The information contained herein is subject to change without notice.

…and are being attacked, just like PCs
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Funtenna Video

Go to Youtube and look up funtenna with Motherboard



Some of the Major Overlooked Areas in 
Printer/Printing Security
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Endpoint vulnerabilities
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• Malware & viruses

• Device access

• Data flows between devices 
and network

• Data on hard disks

• Device configuration

• Visual hacking 

• Physical loss or theft

• Fraud and counterfeit59% 

30% Experience phishing 
attacks everyday1

Breaches are 
employee error or 
malicious intent4

1 2016 State of Cybersecurity Study, ISACA and RSA Conference, www.isaca.org/state-of-cybersecurity-2016
2 2015 Data Breach Investigative Report, http://www.verizonenterprise.com/resources/reports/rp_data-breach-investigation-report_2015_en_xg.pdf
3 2016 Global Study, http://investors.3m.com/news/press-release-details/2016/New-Global-Study-Reveals-Majority-of-Visual-Hacking-Attempts-Are-Successful/default.aspx
4 Ponemon Institute, “Global Megatrends in Cybersecurity ,” Feb. 2015

63% Breaches involved 
weak or default 
passwords2

91% Visual hacking 
attempts were 
successful3



The risk is real
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It’s easy for hackers to break into unsecured printers

“I probe around for a multifunction
printer and see that it is configured with 
default passwords. Great, I am in…” 

“We've compromised a number
of companies using printers as our
initial foothold. We move laterally 
from the printer, find Active 
Directory, query it with an account 
from the printer and bingo, we hit 
GOLD…”

Peter Kim
Industry-leading penetration
Tester, Hacker, Author



Hardware and firmware
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Modern malware targets

Software exploit
• Buffer overflow

• Misconfiguration

• Code injection (SQL)

• Open network ports and 
application vulnerability

Simple physical
access exploits
• USB based attack

Human exploit
• Phishing email
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Low-level system
firmware (UEFI/BIOS)

User space
applications

Operating 
system



Technology Products Affected Severity Reference Workaround/ Exploited Vulnerability Info

Internet Explorer IE 9, 10, 11 Critical

CVE-2017-8733 *Workaround: No Remote Code Execution

CVE-2017-8736 **Exploited: No Spoofing

CVE-2017-8741 Information Disclosure

CVE-2017-8747

CVE-2017-8748

CVE-2017-8749

CVE-2017-8750

Edge Microsoft Edge Critical

CVE-2017-8734 *Workaround: No Spoofing

CVE-2017-8735 **Exploited: No Remote Code Execution

CVE-2017-8736 Security Feature Bypass

CVE-2017-8737 Information Disclosure

CVE-2017-8738

CVE-2017-8739

CVE-2017-8740

CVE-2017-8741

CVE-2017-8748

CVE-2017-8750

CVE-2017-8751

CVE-2017-8752

CVE-2017-11764

CVE-2017-11766

CVE-2017-8597

CVE-2017-8643

CVE-2017-8648

CVE-2017-8649

CVE-2017-8660

CVE-2017-8723

CVE-2017-8724

CVE-2017-8728

CVE-2017-8729

CVE-2017-8731

CVE-2017-8753

CVE-2017-8754

CVE-2017-8755

CVE-2017-8756

CVE-2017-8757 

Windows

Windows 10

Critical

CVE-2017-0161 *Workaround: No Spoofing

Windows 8.1 CVE-2017-8628 **Exploited: No Denial of Service

Windows RT 8.1 CVE-2017-8675 Remote Code Execution

Windows 7 CVE-2017-8676 Elevation of Privilege

Server 2008/2008 R2 CVE-2017-8677 Information Disclosure

Sever 2012/2012 R2 CVE-2017-8678 Security Feature Bypass

Server 2016 CVE-2017-8679

CVE-2017-8680

CVE-2017-8681

CVE-2017-8682

CVE-2017-8683

CVE-2017-8684

CVE-2017-8685

CVE-2017-8686

CVE-2017-8687

CVE-2017-8688

CVE-2017-8692

CVE-2017-8695

CVE-2017-8696

CVE-2017-8699

CVE-2017-8702

CVE-2017-8704

CVE-2017-8706

CVE-2017-8707

CVE-2017-8708

CVE-2017-8709

CVE-2017-8710

CVE-2017-8711

CVE-2017-8712

CVE-2017-8713

CVE-2017-8714

CVE-2017-8716

CVE-2017-8719

CVE-2017-8720

CVE-2017-8728

CVE-2017-8737

CVE-2017-8746

CVE-2017-9417 

Office, Office Services and Web 
Apps

Office 2007, 2010, 2013, 2016, 
2011 for Mac, 2016 for Mac, Web 

App 2013 Outlook 2007, 2010, 
2013, 2016 Excel 2007, 2010, 
2013, 2016, Web App 2013 

PowerPoint 2007, 2010, 2013, 
2016 SharePoint Server 2013, 

2016 

Critical

CVE-2017-8567 *Workaround: No Remote Code Execution

CVE-2017-8629 **Exploited: No Elevation of Privilege

CVE-2017-8630 Information Disclosure

CVE-2017-8631

CVE-2017-8632

CVE-2017-8676

CVE-2017-8682

CVE-2017-8695

CVE-2017-8696

CVE-2017-8725

CVE-2017-8742

CVE-2017-8743

CVE-2017-8744

CVE-2017-8745 

Adobe Adobe Flash Player Critical
CVE-2017-11281 *Workaround: No

Remote Code Execution
CVE-2017-11282 **Exploited: No

Skype for Business/Lync

Skype for Business 2016

Important

CVE-2017-8676 *Workaround: No Remote Code Execution

Lync 2010, 2013 CVE-2017-8695 **Exploited: No Information Dislosure

CVE-2017-8696

.NET Framework .NET 2.0, 3.5, 3.5.1, 4.5.2, 4.6, 
4.6.1, 4.6.2, 4.7 Important CVE-2017-8759**

*Workaround: No
Remote Code Execution

**Exploited: Yes

Microsoft Exchange Server Exchange Server 2013, 2016 Important

CVE-2017-11761 *Workaround: No Information Disclosure

CVE-2017-8758 **Exploited: No Elevation of Privilege

Technology Products Affected Severity Reference
Workaround/ 

Exploited
Vulnerability Info

CVE-2017-11281 *Workaround: No
CVE-2017-11282 **Exploited: No

Skype for Business 
2016

CVE-2017-8676 *Workaround: No
Remote Code 

Execution

Lync 2010, 2013 CVE-2017-8695 **Exploited: No
Information 

Dislosure
CVE-2017-8696

*Workaround: No
**Exploited: Yes

CVE-2017-11761 *Workaround: No
Information 
Disclosure

CVE-2017-8758 **Exploited: No
Elevation of 

Privilege

Microsoft 
Exchange 

Server

Exchange Server 
2013, 2016

Important

Remote Code 
Execution

Skype for 
Business/Lync

Important

.NET 
Framework

.NET 2.0, 3.5, 3.5.1, 
4.5.2, 4.6, 4.6.1, 

Important CVE-2017-8759**
Remote Code 

Execution

Adobe Adobe Flash Player Critical

83 CVE’s first week of Sept from Microsoft!
Are you Patching your PC’s ASAP?
How about printers?
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Cybersecurity 
Framework

Cybersecurity 
Governance & 

Compliance 

Dedicated       
& Qualified 

Sec-Op Teams

Defense In 
Depth & Use 

Multiple Security 
Strategies  

Risk 
Assessments

Effective,   
Timely 

Cybersecurity 
Awareness, 
Education & 

Training

Improved Tech 
Hygiene and 

Software

Cybersecurity Framework 
Inclusion Of Endpoints



© Copyright 2015 Hewlett-Packard Development Company, L.P. The 
information herein is subject to change without notice. 

WHY HP???
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Building trust with device security
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Design for cyber-resilience

Detect RecoverProtect

Software security is not enough 
Must start from the firmware up



HP Security Manager
Checks and remediates printer settings

Whitelisting
Keeps the
firmware safe

Run-time 
intrusion
detection
Monitors run-time 
operations and self-
heals

HP Connection
Inspector
Monitors network 
connections
and self-heals

Secure the Device
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HP Sure Start
Keeps the BIOS safe 
and self-heals



HP JetAdvantage Security Manager
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Comprehensive security management with policy-based 
print security compliance

HP Security Manager makes it easy to monitor and protect 
your entire fleet:

• Strengthen compliance to corporate security policies

• Streamline security management by automating many 
processes

• Get efficient fleet management of device certificates

• Secure new devices immediately with Instant-on Security

Create/review policy

Review 
results

Assess
devices

Remediate devices

Renew 
certificates

Add 
devices



HP Quick Assess (with JetAdvantage Security Manager)
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Demonstration that assesses the top 13 security settings 
on up to 20 HP printers

Assessment risk
(Policy items)

50.00%
Passed

(65)

33.08%
High risk
(43)

16.92%
Medium risk
(22)

Unconfirmed passwords/ 
certificates could lead to 
unauthorized access to the 
device

Unused protocols left 
unsecure could become 
an entry point onto the 
network



TAKE ACTION NOW
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Getting started
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Engage your Sales
Representative 
Bring in the experts

Run an assessment
Know your risks

Develop a plan
Secure your print fleet



T H A N K  Y O U
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David Rose

David.rose3@hp.com

813-731-0300


